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Scenario

• A large company with 1,00,000 employees

– Offices across the globe

– Centralized IT Infrastructure

• Conducts Half yearly employee performance appraisals

– Process enabled via a centralized web based application

• The entire appraisal process is open for 2 months
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Typical Process Work-Flow

• Employee initiates appraisal

• Immediate supervisor assigns goals

• Employee appraises self

• Immediate supervisor rates the employee and puts in comments

• Unit Head reviews the ratings

• Ratings normalized by HR across the unit

• Evaluation shared with employee.
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For each transaction listed above the user has to navigate through a series of web pages
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Application – Access and architecture

Internet  Cloud

Application 

Server Farm Database Server

SSL accelerator &

Load Balancer

Data Center

Workflow 

Database ServerWorkflow Server Farm 
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System Workload
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June July August

Users

System not engineered to  handle this workload

Users sometimes have to wait for more than 1 minute for a 
page to download!
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End-to-End Performance Analysis

Web App

DB

ERP

CRM

DMS

Storage

Config

Caching

Round Trips

Request/Response size

Bandwidth – Min/Max

Load Balancing

Caching

SSL Acceleration

Compression

TCP Offload

Containers,

Heap Size,

Threads,

Leaks, 

Inefficient code, 

Interfaces

Pool Size,

Drivers

Page Size, 

Cache Size,

Threads

Cache size, Bad SQLs,

Indexing, Sort area, 

Logging,

Poor design, Stored procs,

Latching, Archiving

Caching, striping, RAID, 

file layouts, replication, 

backup

No single tool to address all aspects

No single person to address all aspects

Distributed ownership



30 June 2008
Proprietary and Confidential

9

Network is the Heart of Monitoring

Web App

DB

ERP

CRM

DMS

Storage
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ScrutiNet
A passive performance monitoring tool
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LAN

Switch

ScrutiNet Workstation

ScrutiNet™

Switch

Reporting Engine

Trace,

Histogram,

Averages

Non intrusive

End-to-End

Cloned Packets
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What is different in

ScrutiNet ?

• Application agnostic.

• Can be used to detect the 
bottleneck in any request-
response based OLTP 
transaction.

• It does not attempt to decode 
the application level protocol in 
the network packets.

• What is the workload on my server?

• What is the Network link utilization of my application?

• Which are the top slow transactions?

• How many user connections are active on my server?

• How much data is transferred in one transaction?

• Where is the transaction spending most of its time?

• When did the transaction start?

• Who requested the transaction?

Questions that ScrutiNet answers
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ScrutiNet – Transaction Breakdown
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Breaks Delay contribution into

• Server

• Includes I/O & processing

• Call to next tiers

• Network (between client & Server)

• Client
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Other transaction specific details

• Transaction Start Time, 

• Client IP Address and Port

• Average TCP Round trip time

• Total Bytes Transfer in Request (In) and Response(Out)

• Request content

– Content of the first packet of the request message in ASCII (Or Hex)
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Performance Monitoring & Analysis of an OLTP System:

ScrutiNet based approach
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ScrutiNet based approach

Deploy ScrutiNet for Collection of 

Data.
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ScrutiNet based approach

Transactions in the Application Server(front tier) sorted on response time

ScrutiNet report shows the top two slow transactions in the Application Server
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ScrutiNet based approach

Request No

6785

Request No

2817 Request no 6785 passes from the SSL Accelerator (port 3673) to the Application 

Server (APS) and the Application Server takes 56.12 seconds to respond.
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Application Server Transaction 6785 - Example

• Client – Load Balancer

• Server – Application Server

• Overall Response Time = 56.12 seconds

• Network Delay = 2.7 seconds

• Client Delay = 49.52 seconds

• Request size = 7KB

• Response Size = 160 KB
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Network Delay 

Client Delay

Server Side Delay
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Another Example

Monitoring of Workflow server
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ScrutiNet based approach

The slowest transaction in the Workflow Server is an XML based query called QUERY PROPERTY 

(Request no 582) which is sent by the Application Server.
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Workflow Server Transaction 582- Example

• Overall Response Time = 19.37 seconds

• Network Delay = 0 seconds

• Client Delay = 0 seconds

• Server Delay = 19.37 seconds

• Request size = 1.3 KB

• Response Size = 3.7 KB
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Points to processing 

Overhead within the server.

This overhead includes –

Processing time in the server being 

monitored.

OR,

Processing time in the next tier server.

Application
Server

Workflow
Server

Workflow
Database ServerTier 1 Tier 2

Client – Application Server

Server – Workflow Server
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Correlation of transactions in the next tier
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Transaction Nesting

Time Flow 1 Packet

CLIENT SERVER
CLIENT

SERVER

From the development team, it is understood that only one connection to the Workflow Database 

Server is made for each workflow transaction.
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ScrutiNet Correlation Report

Tier 1 Tier 2

Contribution of next tier to the response time

CLIENT SERVER
CLIENT

SERVER

We can see that the connection on port 

62277 contributes significantly to the 

response time of the workflow transaction 

QUERY PROPERTY.

One database transaction takes 99% of the time!
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Offending SQL Transaction

Transactions on connection port 62277 on the Workflow Database Server for the execution

of QUERY PROPERTY transaction on the Workflow Server
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Useful aid to correlation analysis

• Obtain a ScrutiNet Log with no concurrency for all transactions in a test environment.

– i.e. on a single user using the system

• The output is a signature for every end user transaction on every server

• This information is very useful for correlation analysis of transactions across tiers

27
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An OLTP System – Bottleneck Identified

Internet  Cloud

Application 

Server Database Server

SSL accelerator

Data Center

Workflow 

Database ServerWorkflow Server 

BottleNeck 1

BottleNeck 2
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Limitations

• Pipelining

– Transactions cannot be identified accurately

– However, It can be still useful as a bottleneck detection tool

• Difficult to determine transaction type in encrypted packets

– Response time delay and other info is still available

• Presence of NAT devices

– Difficult to identify clients or their access locations when the end users IP addresses 
are NATed

29
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Conclusion
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Summary

• In this paper we presented our approach of Performance Monitoring and Analysis of an

OLTP System with an example.

• Passive Monitoring approach is most beneficial for benchmarking exercises where the 
system being measured is not affected.

• ScrutiNet is a passive performance monitoring tool developed by the authors at Tata 
Consultancy Services

– A black box approach to begin with

– Availability of application level information speeds eases analysis effort.

• Authors can be contacted for more information on ScrutiNet.
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